813-7/25/2024-DS-Part(1) 1/3256144/2025

By Email & DoT Website

Government of India
Ministry of Communications
Department of Telecommunications
Sanchar Bhawan, 20, Ashoka Road, New Delhi - 110 001
(Data Services Cell)

No. 813-07/LM-28/2024-DS-II Dated: 05-03-2025

To,
All the Internet Service Licensees

Subject: CS(COMM) 171 of 2025; NIVA BUPA HEALTH INSURANCE
COMPANY LIMITED Vs. NICENIC INTERNATIONAL GROUP COMPANY
LIMITED & ORS. before Hon'ble Delhi High Court.

Kindly find enclosed the Hon’ble Delhi HighCourt order dated 28.02.2025 on the
subject matter.

2. Please refer toPara 44(VIll) of the said Court order in respect of blocking of
domains/websites [2 nos] detailed in Para 44(VIll) of the said Court order.

3. In view of the above, all the Internet Service Licensees are hereby instructed to
take immediate necessary action for blocking of the said websites, as above, for
compliance of the said court order.

Encl: AA Digitally signed by
SHASHI KUMAR
Date: 05-03-2025
12:17:39

Director (DS-II)
Email: dirds2-dot@nic.in

Copy to:

i. Sh. V. Chinnasamy, Scientist E (chinnasamy.v@meity.gov.in), Electronics
Niketan, Ministry of Electronics and Information Technology (MeitY) New Delhi for
kind information and requested for taking action as per the Annexure.

ii. Mr. Pururaj Aggarwal <pururaj.aggarwal@whiteandbrief.com> Plaintiff's
Advocate for kind information. [Requested to take action as per the Annexure].

iii. IT Wing of DoT for uploading this order on DoT websites please.
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This is a digitally signed order.

$~40
* IN THE HIGH COURT OF DELHI AT NEW DELHI

+ CS(COMM) 171/2025 & I.A. 5108/2025, I.A. 5109/2025, I.A.
5110/2025, I.A. 5111/2025, I1.A. 5112/2025

NIVA BUPA HEALTH INSURANCE COMPANY
cimIiTED L Plaintiff

Through:  Mr. Pradeep K. Bakshi, Sr. Adv. with
Mr. Mohti Bakshi, Mr. Pururaj
Aggarwal, Advocates
(M:8078659631)

Versus

NICENIC INTERNATIONAL GROUP COMPANY LIMITED
&ORS. Defendants

Through:  None.

CORAM:
HON'BLE MS. JUSTICE MINI PUSHKARNA
ORDER
% 28.02.2025

1.LA. 5112/2025 (Exemption from filing legible copies of documents)

1. The present is an application under Section 151 of the Code of Civil
Procedure, 1908 (“CPC”), on behalf of the plaintiff, seeking exemption from
filing legible copies of some annexures with improper margins.

2. Exemption is granted, subject to all just exceptions.

3. Plaintiff shall file legible copies of the documents, on which the
plaintiff may seek to place reliance, before the next date of hearing.

4. Accordingly, the present application is disposed of.
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This is a digitally signed order.

1.LA.5111/2025 (Exemption from advance service to the defendants)

5. The present is an application under Section 151 of CPC seeking
exemption from giving prior notice to parties under Section 80 of CPC.

6. The plaintiff seeks urgent interim relief. Therefore, in the peculiar
facts and circumstances of this case, exemption from effecting advance
service upon the defendants, is granted.

7. For the reasons stated in the application, the same is allowed and
disposed of.

I.LA. 5110/2025 (Exemption from undergoing Pre-Institution Mediation)

8. The present is an application under Section 12A of the Commercial
Courts Act, 2015, read with Section 151 of CPC, seeking exemption from
undergoing Pre-Institution Mediation.

9. Having regard to the facts of the present case and in the light of the
judgment of Supreme Court in the case of Yamini Manohar Versus T.K.D.
Keerthi, 2023 SCC OnLine SC 1382, and Division Bench of this Court in
Chandra Kishore Chaurasia Versus RA Perfumery Works Private Ltd.,
2022 SCC OnLine Del 3529, exemption from attempting Pre-Institution
Mediation, is granted.

10.  Accordingly, the application stands disposed of.

I.LA. 5109/2025 (Application seeking extension of time for filing Court
Fees)

11. The present application has been filed under Section 148 read with

Section 149 of the CPC, seeking extension of time to file the Court Fees.

12. Learned Senior Counsel appearing for the plaintiff upon instructions
submits that the requisite Court Fees shall be filed within a period of two
weeks from today.

13.  Liberty is so granted.
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This is a digitally signed order.

14.  With the aforesaid directions, the present application is disposed of.
CS(COMM) 171/2025

15.  The present matter has been received on transfer.

16.  Let the plaint be registered as suit.

17.  Upon filing of the process fee, issue summons to the defendants by all
permissible modes. Summons shall state that the written statement be filed
by the defendants within thirty days from the date of receipt of summons.
Along with the written statement, the defendants shall also file affidavit of
admission/denial of the plaintiff’s documents, without which, the written
statement shall not be taken on record.

18. Liberty is given to the plaintiff to file replication within thirty days
from the date of receipt of the written statement. Further, along with the
replication, if any, filed by the plaintiff, an affidavit of admission/denial of
documents of the defendants, be filed by the plaintiff, without which, the
replication shall not be taken on record. If any of the parties wish to seek
inspection of the documents, the same shall be sought and given within the
timelines.

19. List before the Joint Registrar (Judicial) for marking of exhibits, on
28™ April, 2025.

20.  List before the Court on 28" August, 2025.

I.LA. 5108/2025 (Application under Order XXXIX Rules 1 and 2 CPC)

21. The present suit has been filed for permanent injunction and damages,

for restraining defendant no. 15 and/or their directors, proprietors, operators,
partners, employees, agents, servants and affiliates and any persons claiming
through them and/or any known/unknown person from using, copying,

publishing, distributing, transmitting, communicating or disclosing the
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plaintiff’s confidential information to any person.

22. Plaintiff is also seeking directions for issuance of appropriate
directions to defendant nos. 1 to 14 to remove, delete, block and disable
websites, accounts, content and domain names, and associated email
addresses that use the plaintiff’s name, likeness or mark, or are otherwise
used for unlawfully disseminating the plaintiff’s confidential information.
23. It is submitted that plaintiff is a leading health insurance company in
India and was formed as a joint venture between Fettle Tone LLP (an
affiliate of True North Fund VI LLP), a leading Indian private equity firm,
and UK based healthcare services expert, Bupa Singapore Holdings Pte.
Limited. Plaintiff’s trade/corporate name was changed to “Niva Bupa Health
Insurance Company Limited” on 23 July, 2021.

24. It is submitted that on 20" February, 2025, at around 12:39 PM, an
email was received by the plaintiff’s officials i.e., Mr. Partha Banerjee
(Plaintiff’s Director and Head Legal, Compliance and Regulatory affairs) and
Mr. Krishnan Ramachandran (Plaintiff’s MD & CEO), from defendant no. 15
who is an anonymous and unnamed person, using an email address

xenzen5883@rbox.co. The email stated that sender had taken all of Niva Bupa

India customers and insurance claims sensitive data till February 2025. The
email further gave details of a website i.e., NivaBupalLeaks.com, where such
confidential data of the plaintiff had been uploaded and a password for
accessing the same. The sender of the email stated that this issue could be
resolved if the plaintiff paid a satisfactory price to defendant no. 15 and the
said defendant provided its contact information in the form of email IDs i.e.,

bepsath@airmail.cc and bepsath@mail2tor.com. The contents of the email

dated 20™ February, 2025 are reproduced as under:
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“From: xen Zen<xenzen5883@rbox.co>

Sent: Thursday, February 20, 2025 12:39 PM

To: Krishnan Ramachandran; Partha Banerjee
Subject: [IMP urgent} Niva Bupa Data Leak by xenZen

hello dear krishnan,

remember me? few months ago? but you ignored me. xenZen (from
star health data leak)

news is i took all Niva Bupa India customers and insurance claims
sensitive data till Feb 2025.

for now for ur eyes: NivaBupaLeaks.com

password to website: lolnivabupa

yes this can be resolved if you pay my satisfactory price. nothing
will go public and wiped out permanently.

upto your intelligence. 99% of my other clients take this offer and
live happily. even another major insurance company of India did
good deal with me in December 2024 and u see nothing came out.
many dumb scammer advisors and consultants will come to u. only
to waste ur time, money, efforts but i will still sucessed like in star
health.

ur best way is direct and immediate resolution with me. Cheapest
compared to all losses and expense u will face otherwise.

timer on website is tiking. not much time u has.

contact:

Email: bcpsath @airmail.cc

Email: bcpsath @mail2tor.com

Session:
0587cdb863c2bf89de2b047312f08022fb7d189d2e62c0069e626a9d
66becaaebe

dont reply to here. this is temp email.

25. It is submitted that the plaintiff’'s MD & CEO i.e. Mr. Krishnan

Ramachandran received another email dated 21* February, 2025, at 12:14
AM from email ID xenzen5883@rbox.co., whereby, defendant no. 15

shared the insurance claim documents of the plaintiff’s customers and once
again stated that the plaintiff can resolve the issue with defendant no. 15
with no mess if the plaintiff does so in a timely manner. The contents of the
email dated 21% February, 2025 at 12:14 AM received from the email ID

xenzen5883@rbox.co, are reproduced hereunder:
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This is a digitally signed order.

“From: "xenZen"<xenzen5883@rbox.co>

Date: Friday,21February 2025 at 12:14:15 AM

To: “Krishnan Ramachandran”
Krishnan.Ramachandran@nivabupa.com

Subject: Re: [IMP urgent] Niva Bupa Data Leak by xenZen

Hello dear krishnan,

for ur gift see latest ur insurance claim docs attached in
email.

including one special person lol

24hrs...tik tik tik...

u can resolve with me with no mess if u do it timely
nivabupaleaks.com”

26. It is submitted that the plaintiff received another email on 21%

February, 2025 at 6:57 PM from the email ID xenzen4d@proton.me,

addressed to the plaintiff’s MD & CEO Mr. Krishnan Ramachandran, once
again threatening the plaintiff that the sender was in possession of the
plaintiff’s confidential data and unless the plaintiff yields to the illegal
demands of defendant no. 15 forthwith, it would disseminate the confidential
data. To establish the credibility of the threat being made, the sender of the
email dated 21% February, 2025 also shared details and confidential data of a
policy issued on the very same i.e., 21% February, 2025 which defendant no. 15
has accessed unlawfully. For ease of reference the contents of the email dated

21% February, 2025 received at 6:27 PM are reproduced as under:

“Re: [IMP urgent] Niva Bupa data leak by xenZen
From xenzen <xenzen4@proton.me>

To krishnan.ramachandran@nivabupa.com

Date Friday, February 21st, 2025 at 6:57 PM

hello dear krishnan,

u choose ur death warrant with ur ego and stupidity of u or
ur advisors? i explain

optionl: death warrant: star health choose same

- no communication in starting with me

- did stupid stock exchange jilling like u.

- hired tons of big name consultants advisors and spent
millions of dollars with zero result
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- paid tons to companies to try to takedown my bots and sites
with zero results

- even hired international consultants to take down no result
still

- they begged to law enforcement agencies. all failed.

- tried taking india court order to stop my sites and bots. all
failed. my all sites and bots kept running

- end result? they got destroyed completely in my attack. even
I attacked them in multiple rounds. i got there data leak to
every customer and to competitors and normal people in
india

- star health kept begging me to stop after all above stupidity
failed for them but i only stopped after destroying them and
even i earned lot by selling data

option2: now compare with path of another big india
insurance company chosed in december 2024 with me:

- contacted me and negotiated and made deal. they live
happily and i satisfied. no leak no repeated attacks no
destruction

- and compare path u are going on and if u has any
intelligence then u also has this option like other company
with me open for some more time then it close and u start
facing permanent damages in multiple rounds. i promise u
will regret very very much in every way. now u look like u
want to follow star health path? lol i has much worse for u in
my bag. one tiny thing all of ur company systems has my
implants still active.

unrelated but tiny new gift for u. issued policy details today
of u. u cant even remove my basic access. let alone my
implants deep without my help.

POLICY ISSUED DATE = 2025-02-21 (around 4PM ist
Devendra Singh

DOB = 21/08/1998

POLICYNUMBER = 34711128202500

Reassure 2.0

Sum Assured = 1000000

INSURED LIVES =3

CUSTOMER EMAIL = Dev9521686143@gmail.com
CITY = DUNGARPUR

Under Writing Decision = Clear

INSURED OTHER MEMBER = Himansi Chouhan (Spouse)
(dob 15/07/1999), Jaynandini Chouhan (son) (12/08/2022)

obviously lot other data u already know
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This is a digitally signed order.

i will wait for some time if u want option2 i told or if u
choose death warrant good luck lol

u can contact me anonymously and safely. create fresh
protonmail email. email me on any my email. or contact on
secure no account required session chat app on my session
id. any conversation done

not related to u and 100% confidential even if we dont do
deal.

ur time is running out

contact:

Email: bcpsath @ airmail.cc

Email: bcpsath @mail2tor.com

Session:
0587cdb863c2bf89de2b047312f08022fb7d189d2e62c0069e6
26a9d6 6becaaese”

27. It is submitted that the plaintiff, thereafter received another email on
22" February, 2025 at 04:56 PM from the email id xenzen412@rbox.me,

addressed to Mr. Partha Banerjee and Mr. Krishnan Ramachandran

threatening the plaintiff that permanent damages will be caused to the
plaintiff over several months and it does not have much time. It is also stated
in the said email that the mess can be wiped out if the plaintiff makes a deal
with the defendant no. 15. In the same email, defendant no. 15 stated that
he/she/they are not replying to media as of now and to substantiate that
media is trying to reach out to defendant no. 15, a screenshot of an email
allegedly received from Thomson Reuters, a Canadian company which
provides news and information services, was also attached in the email dated
22" February, 2025. The contents of the email dated 22™ February, 2025,
received at 04:56 PM, are reproduced as under:

“hello dear krishnan,

lol choose death warrant? i will turn ur ego into particles. i
got this email on u (see attached below screenshot). obviously
i go and ur permanent damages start and then multiple phases
including with my implants for many months
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u dont has much time. i am not replying to media for now. ur
mess can be wiped out if u deal.

tik tik tik”

28. It is submitted that immediately after learning of the breach, the
plaintiff has made efforts to investigate and prevent further leak of the
confidential information. This included invocation of its cyber crisis
management plan and engagement with qualified external security experts
and cyber incident investigators to conduct technical assessment of the
suspected systems to identify the source and take affirmative actions to stop
future leaks.

29. It is submitted that the plaintiff, after receiving the emails from
defendant no.15, has also accessed the rogue website NivaBupaleaks.com,
wherein, the defendant no. 15 has unlawfully and unauthorisedly uploaded the
confidential data of thousands of the plaintiff’s customers including details of
the plaintiff’s customer's policies, with customer information such as Policy
Number, Sum Insured, Premium, Name, Mobile Number, Email-ld, Date of
Birth, Address, Dependent details. The entire endeavour of defendant no. 15 is
to extort a ransom from the plaintiff by threatening to disclose and misuse the
plaintiff’s  confidential  information.  Screenshots of the  website
NivaBupaleaks.com, wherein, the confidential information and data of the
plaintiff’s customers have been unlawfully uploaded by defendant no. 15, has
been filed along with the plaint.

30. It is submitted that the plaintiff believes that the following Confidential
Data and Information has been illegally obtained by Defendant no. 15 and is

being/likely to be published/misused by them:
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Details of confidential information

(i) Names of customer;

(ii) Identity proof of customer;

(iii) Address and address proof;

(iv) Policy copy and policy number;

(v) Premium details and receipt number;

(vi) Mobile number of customers;

(vii) Client ID;

(viii) Unique Identification Number (UIN)

(ix) Other details of policy and personal data of the customer

31. Learned Senior Counsel for the plaintiff states that the use of
expertise and resources by defendant no. 15 to circumvent the security
measures put in place by the plaintiff indicates that defendant no. 15 has
sought to unlawfully acquire the plaintiff’s confidential information for the
purpose of misusing it. The plaintiff has learnt that there are several well-
orchestrated scams by online scamsters and ransomware groups who
unlawfully acquire data from large service providers in the financial services
sector and misuse it by seeking ransoms, impersonating the service provider
and/or otherwise exploiting the data. Further, the fact that the defendant no.
15 has created a website using the plaintiff’s trademarks Bupa and Niva
Bupa, clearly shows that the defendant no. 15 is also highly likely to
impersonate the plaintiff and use the confidential information accessed by it
to cheat the plaintiff’s customers.

32. It is submitted that the plaintiff has also filed an FIR bearing no.
0049/2025 on 23" February, 2025 at Police Station Cyber South, Gurugram
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and has also filed a Cyber Crime Incident Report. Further, the plaintiff has
also reported the incident to the appropriate regulatory authorities.

33. It is submitted that the plaintiff’s apprehensions are well founded and
are borne out from nearly identical scams that have been recently
perpetrated on various insurance companies, including, the plaintiff. In or
about October 2024, Star Health and Allied Insurance Company Limited
noticed a similar unauthorized access by an unknown person to certain
customer data. These unknown persons then demanded a ransom and also
appear to have used bots to share customer information through Telegram
and certain websites. This was the subject matter of proceedings before the
Madras High Court in the matter of Star Health and Allied Insurance Co.
Ltd. Versus Telegram Messenger & Ors. (C.S. (Comm. Div). No. 178 of
2024), wherein, by way of orders dated 24" September, 2024, 25" October,
2024 and 11" November, 2024, the Madras High Court noted that given the
sensitive nature of business, it is likely that irreparable hardship would be
caused unless ad-interim protection was granted.

34. It is submitted that a similar incident had also occurred with plaintiff
in November 2024 on account of which the plaintiff was constrained to
approach this Court by way of Niva Bupa Health Insurance Company
Limited Versus Telegram FZ-LLC and Others, 2024 SCC OnLine Del
8908, seeking urgent reliefs to prevent illegal dissemination of the plaintiff’s
customer’s confidential information and data. Thus, vide order dated 5"
December, 2024, this Court while acknowledging the urgency and severity
of the situation was pleased to pass appropriate orders for safeguarding the

confidential data and information of the plaintiff’s customers.
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This is a digitally signed order.

35. It is submitted that the unauthorized access and/or dissemination of
the confidential information, can lead to severe consequences, including,
identity theft, where hackers may impersonate individuals for fraudulent
transactions, causing reputational harm. Leaked personal data could enable
unauthorized access to accounts or misuse of credit profiles for loans or
purchases. Criminals may exploit the stolen data for social engineering
attacks, deceiving customers through phishing emails or calls to extract
more sensitive information.

36. It is submitted that additionally, defendant no. 15 is/are also likely to
publish this information on public platforms or hand over the confidential
information to competitors without the consent of the plaintiff’s clients.

37. It is submitted that the confidential information in question was
provided to it by customers on a highly confidential basis and on the
understanding that it would be kept confidential. The plaintiff also has a
legal and contractual obligation to protect the security of such data and
privacy of its clients. However, the misuse of the data, including, but not
limited for the purposes of illegal dissemination and/or passing off by
defendant no. 15, poses a significant risk to the plaintiff’s well-known brand
and reputation, customer trust and regulatory obligations.

38. It is further submitted that the information is highly personal in
nature, which, if disclosed or misused, could result in significant harm, such
as identity theft, financial fraud, privacy violations, or reputational damage
to the individuals concerned. The breach can expose the plaintiff and its
customers to widespread risks, including financial fraud, unauthorized

transactions, and loss of personal privacy. Customers whose data has been
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compromised may face credit issues, financial hardships, and a prolonged
vulnerability.

39. It is further submitted that the unauthorized dissemination of
plaintiff’s data will also undermine its competitive position in the insurance
market. As a key player in the industry, the plaintiff’s ability to attract and
retain clients heavily relies on its reputation for data security and customer
trust. The breach jeopardizes this foundation, thereby, drawing customers
away and damaging the plaintiff’s market share and prospects. As a leading
Insurance provider in India, the plaintiff’s business heavily relies on
maintaining the trust and confidence of its clients. A misuse of confidential
information jeopardizes the trust reposed in the plaintiff by its customers and
would be highly prejudicial to the plaintiff’s brand integrity. This will also
adversely impact client retention and new business opportunities in a highly
competitive insurance market. Additionally, unauthorizedly sharing the
confidential information with competitors would give the plaintiff’s
competitors access to the plaintiff’s customer database and details that the
plaintiff has painstakingly built over the years and has strived to keep
confidential like every other leading player in the market.

40. Learned Senior Counsel for the plaintiff submits that even as of today,
the plaintiff has received an email from the unknown person, i.e., defendant
no. 15, which has been impleaded as John Doe. The said communication
received by the plaintiff is attached as ‘Annexure A’ to the present order.

41. Learned Senior Counsel for the plaintiff has also handed over a
document to this Court to show that the defendant no. 15, the unknown

defendant has also created a new website, i.e., https://nivabupaleaks.st/.

42. Documents pertaining to the same are reproduced as under:

CS(COMM) 171/2025 Page 13 of 20

This is a digitally signed order. 13
The authenticity of the order can be re-verified from Delhi High Court Order Portal by scanning the QR code shown above.
FileTNe OBdar 7« 2fo(Rrrde- Rar the OeromeiceMsn 028857025 at 15:30:03
Generated from eOffice by Shashi Kumar, DIR(SK) - DS-Il, DIRECTOR(DS-II), Department of Telecommunication on 05/03/2025 12:37 pm


https://nivabupaleaks.st/

1431732/2025/0ffice of DDG(DS)

tatuscode

301 vs 302, meta refresh & javascript redirects

. https:/nivabupaleaks.com/ | analyse

add http/i or hitps:/f on your URL.

Redirect Checker Options:

You what to check your rediect with a specific user-agent. Just select the browser user-agent to
test your redirect.

SIS de el i DEFAULT (ToolBot) v

Result

hitps-/mivabupaleaks.com/
302 Moved Temporarily
hitps-#nivabupaleaks.st/

200

o

Launching soon
NivaBupal eaks.st

Password

Submit

| 154:41:30 |
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43. In view of the above circumstances, the plaintiff has demonstrated a
prima facie case for grant of injunction and in case no ex-parte ad-interim
Injunction is granted, the plaintiff will suffer an irreparable loss. Further, the
balance of convenience also lies in favour of the plaintiff and against the
defendants.

44,  Accordingly, till the next date of hearing, it is directed as follows:

l. Defendant nos. 1 to 14 are directed to take down, remove, delete,
disable and permanently block the website NivaBupaleaks.com,

https://nivabupaleaks.st/ within 24 hours of intimation by the plaintiff.

. Defendant nos. 1 to 14 are directed to take down, remove, delete,

block and disable, email ids xenzen5883@rbox.co, xenzen4@proton.me,

xezen412@rbox.me, bepsath@ainnail.cc and bepsath@mail2tor.com within 24

hours of such intimation by the plaintiff.

[11.  Defendant No. 15 and their directors, proprietors, operators, partners,
employees, agents, servants and affiliates and any persons claiming through
them are restrained from using, copying, publishing, distributing,
transmitting, communicating or disclosing to any person, the plaintiff’s
confidential information by any medium, or on any platform, whatsoever.
V. Defendant no. 15 and their directors, proprietors, operators, partners,
employees, agents, servants and affiliates and any persons claiming through
them, are restrained from infringing the plaintiff’s licensed registered
trademarks including “Bupa” by making, creating, publishing, uploading,
circulating and/or reproducing content depicting the use of any trademark
that is identical and/or that is deceptively similar and/ or substantial
reproduction of the plaintiff’s trademark, any like nature in any

medium/form, including television, print media, including, as part of domain
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ID, email ID and/or the internet and/or in any manner whatsoever, including,
from misleading/misrepresenting to any person that they have any
association with the plaintiff and/ or its business activities, in any manner
whatsoever.

V.  Defendant nos. 1 to 14 are directed to disclose on affidavit before this
Court, all details of defendant no. 15 including their KYC details, names,
associated addresses, email addresses, contact details, including, phone
numbers, organization and associations, URL(s) and IP addresses associated

with websites NivaBupaleaks.com and https://nivabupaleaks.st/ and email

IDS xenzen5883@rbox.co, Xenzend@proton.me, xezen4l2@rbox.me,

bcpsath@airmail.cc and bepsath@mail2tor.com.

VI. Defendant no. 1 is directed not to register the rogue websites

NivaBupaleaks.com, https://nivabupaleaks.st/ or any other name identical
to plaintiff’s brand name “Niva Bupa”, “Bupa” “Niva” as part of any
domain name or such other websites, domain name in future.

VII. Defendant nos. 1 to 13 is directed to provide information of the

registrant/user of the domain NivaBupaleaks.com, https://nivabupaleaks.st/,

xezen412@rbox.me and bcpsath@airmail.cc and to produce all details and

particulars relating to issuance of the said domain, including, Basic
Subscriber Information (“BSI”’) and records of payments made for purchase
and renewal of domains.

VIII. Defendant nos.13 and 14 are directed to issue necessary instructions
to its registered internet service providers, intermediaries and other relevant

organizations/authorities to remove, delete, block and disable the websites

NivaBupaleaks.com and https://nivabupaleaks.st/, email ids
xenzen5883@rbox.co, Xenzend@proton.me, xezen412@rbox.me,
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bcpsath@airmail.cc and bepsath@mail2tor.com.

IX. In case similar other websites, accounts, content and domain names,
and associated email addresses, phone numbers, that use the plaintiff’s
names, including, “Niva”, “Bupa”, “Niva Bupa”, likeness or mark or are
otherwise used, to disseminate, leak or publish the confidential information
or associated with the infringing websites/domain names, are subsequently
discovered by the plaintiff, an affidavit with regard to the same shall be filed
by the plaintiff, that shall be listed before the Joint Registrar (Judicial).
Upon satisfaction of the Joint Registrar (Judicial), the order passed today
shall be applicable to such subsequent websites, domain names, phone
numbers and email addresses, as subsequently discovered by the plaintiff.
45.  Issue notice to the defendants by all permissible modes, upon filing of
process fees, returnable on the next date of hearing.

46. Reply be filed within a period of four weeks, from the date of service.
47. Rejoinder thereto, if any, be filed within a period of two weeks,
thereafter.

48. Compliance of Order XXXIX Rule 3 CPC, be done, within a period
of one week, from today.

49.  List before the Court on 28™ August, 2025.

MINI PUSHKARNA, J
FEBRUARY 28, 2025/au
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ANNEXURE — A

Re: [IMP urgent] Niva Bupa data leak by xenZen

From: xen Zen

To: Krishnan Ramachandran

Ce: Partha Banerjee; Vikas Jain; Vishwanath.Mahendra; david.fletcher
Subject: Re: [IMP urgent] Niva Bupa data leak by xenZen

Date: Friday, February 28, 2025 12:17:23 PM

hello dear krishnan,

ur time is ending very soon. u are in full self destruction mode for
company. following full death warrant steps itold u lol.

money u are burning on big 4 consultants and legal firms can easily
afford my fees. even after all this 1am only the one u will need to come

to at end to resolve this. i promise.

all these consultants will waste ur energy time efforts money and make me
more aggressive due to delay.

do whatever go to biggest firms biggest law enforcement agencies u heard
of. go on trip with ur ego more. i will still turn u and ur company in

tiny particles if u delay more.

tik tik tik boom

i am only solution to this no one else can.

xenZen

nivabupaleaks.st

CS(COMM) 171/2025

This is a digitally signed order. 18 Page 18 of 20

' The authenticity of the order can be re-verified from Delhi High Court Order Portal by scanning the QR code shown above
FileTNe OBdar7ig 2ol Rark the CpromeiseMNsh 024857025 at 15:30:03

G ) )
enerated from eOffice by Shashi Kumar, DIR(SK) - DS-ll, DIRECTOR(DS-II), Department of Telecommunication on 05/03/2025 12:37 pm



1431732/2025/0ffice of DDG(DS)

On 2023-02-25 12:01 =08:00 PST, "xen Zen" wrote:

> hello dear krishnan

-

> sad to see u and ur people dumb minds can't see simple solution while u
> destroy ur company for phase 1.

> then i will turn ur ego and company into parlicles.

-

~ time will end anytime and u will regret so much after seeing all types
of

> permanent damages in multiple parallel phases.

> its on all on my one click trigger.

>

>y cant secure anything from me. i deep in cutie.

>

> allso my new additional sexy domain nivabupaleaks.st

= password: lolnivabupa

>

> think. i am ur easiest fastest solution. or good luck lol

e

> On 2025-02-24 22:04 -08:00 PST, "xen Zen" wrote:

>> attachments pdfs

e

== hello dear krishnan

S

> u think u can walk away from this lol? no never. i still has full

> ACCCss

== to all ur systems, tiny gift for u latest even vesterday ist insurance
== claim does of niva bupa attached in email or u can download from
>

http://webde (ence.global.blackspider.comfu flwrap/?a=AXicHetBDslgEAX Qbzy PUAyDIat2401
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>>

>= ur time to resolve this with me will over very soon. 1 told u all step
>u

> can take which all will fail. u are choosing very bad self destroying
= option for u. i will still benifit somehow from it still with lil

> effort

> but u will get destroyed. and all those steps of ur are failing as i

>> told. n has quick solution in front of . i tell u all my access how i
>> hacked, all my implants in ur systems, wipe out all i has and vanish
> like

>> nothing happened. for a small fee compared to ur losses. simple quick
=> effective option.

>

>> tik tik tik
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IN THE HIGH COURT OF DELHI AT NEW DELHI
(Original Ordinary Commercial Jurisdiction)

CS (Comm) No. of 2025

IN THE MATTER OF:

Niva Bupa Health . Insurance Company
Limited
Formerly Known as “Max Bupa Health Insurance
Company Ltd.”,
Registered Office: C-98, 1% Floor,
Lajpat Nagar, Part 1,
New Delhi — 110024, India,
...Plaintiff

VERSUS

1. NiceNic International Group Company
Limited
Room 1704, Hang Lang Center,
Paterson street, Causeway Bay,
Hong Kong,
Email: support@nicenic.net
Phone No.: Not Available ...Defendant No. 1

2. Gransy S.R.O.
Borivojova 878/35,
Prague — 130 00,
Czech Republic,
Email: info@regtons.com
Phone No.: +420.910 125 935 ...Defendant No. 2

3. Namecheap Inc.
Grievance Officer — Hillan Klein,
4600 E Washington St, Suite 300,
Phoenix, AZ 85034,
Email: grievanceofficer@namecheap.com
Phone No.: Not Available ...Defendant No. 3
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. Atria Convergence Technologies Pvt. Ltd.

99A/113A, Manorayana Palya,

R.T. Nagar Bangalore- 560032,

Also at:

2nd and 3rd Floors, No. 1,

Indian Express Building, Queen's Road,

Bangalore, Karnataka — 560001,

Email: nodal.term@actcorp.in,
jitesh.chathambil@actcorp.in,

Phone No.: Not Available

. Bharat Sanchar Nigam Ltd.

Bharat Sanchar Bhawan, Regulation Cell,

5th Floor, Harish Chandra Mathur Lane,
Janpath, New Delhi -110001

Email: ddg_reg@bsnl.co.in, sbkhare@bsnl.co.in,
Phone No.: Not Available

. Bharti Airtel Ltd.

Airtel Centre, Tower-A, 6th Floor,

'A' Wing, Plot No.16, Udyog Vihar,

Ph - IV, Gurgaon- 122016,

Email: compliance.officer@bharti.in,
amit.bhatia@airtel.com

Phone No.: Not Available

Hathway Cable & Datacom Pvt. Ltd.
'‘Rahejas', 4 floor, Main Avenue,
Santacruz (W), Mumbai-400054,
Email: ajay.singh@hathway.net,

sudhir.shetye@hathway.net,
Phone No.: Not Available

. Mahanagar Telephone Nigam Ltd.

5% Floor, Mahanagar Doorsanchar Sadan,

9, CGO Complex, Lodhi Road,

New Delhi — 110003,

Email: raco.mtnl@gmail.com,
mtnlcsco@gmail.com,
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Phone No.: Not Available

9. Reliance Jio Infocomm Limited,
RCP 14 (TC 23), Phase 4,
B-Block, 3rd Floor,
C 4 13 0 Twane- Belapur Road, Gansoli,
Navi Mumbai- 400701
Email: kapoor.guliani@ril.com,

grievance.officer@jio.com.

Phone No.: Not Available

10.Shyam Spectra Pvt. Ltd.
Plot No. 258, Okhla Industrial Estate, Phase II1,
New Delhi - 110020
Also at:
Plot No. 21-22, 3rd Floor
Udyog Vihar, Phase IV, Gurugram -122015
Email: info@spectra.co; compliance@spectra.co
Phone No.: Not Available

11.Tata Teleservices Ltd.
A, E & F Blocks
Voltas Premises -T. B. Kadam Marg
Chinchpokli,
Mumbai - 400033
Also at:
Jeevan Bharati Tower I,
10" Floor, 124, Connaught Circus,
New Delhi - 110001
Email: gaganjit.sidhu@tatatel.co.in,
syed.mansoorzainvi@tatatel.co.in
Phone No.: Not Available

12.Vodafone India Limited
Vodafone House, Peninsula Corporate Park,
Ganpatrao Kadam Marg, Lower Parel,
Mumbai - 400013
Also at:
Birla Centurion, 10" Floor, Plot No. 794,
B Wing, Pandurang Budhkar Marg, Worli,
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Mumbai - 400030
Email: smitha.menon@vodafoneidea.com,

pankaj.kapdeo@vodafoneidea.com, ...Defendant No. 12
Phone No.: Not Available

13.Union of India
Through the Department of
Telecommunications,
Ministry of Communications,
Registered Address: Sanchar Bhawan, 20,
Ashoka Road,
New Delhi- 110001,
Email: moc-office@gov.in ...Defendant No. 13
Phone No. Not Available

14.Ministry of Electronics and Information
Technology
Registered Address: Electronics Niketan, 6,
CGO Complex, Lodhi Road,
New Delhi — 110003,
Email: webmaster@meity.gov.in
Phone No. Not Available

...Defendant No. 14

15. John Doe
Registered Address: Unknown
Email: Unknown
Phone No.: Unknown ...Defendant No. 15

SUIT FOR PERMANENT INJUNCTION AND DAMAGES

The Plaintiff above named respectfully submits as under:

1. The Plaintiff is filing the present Suit inter alia seeking permanent
injunction restraining Defendant No. 15 and/or their directors,
proprietors, operators, partners, employees, agents, servants and
affiliates and any persons claiming through them and/or any
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Annexure

Subject: Action requested to be taken by MEITY and Plantiff for effective removal of
content for viewing by public at large within India as per the said orders of
Hon'ble Court.

It is observed that a number of orders of Hon'ble Court are issued for blocking of
websites every month. There are around more than 2700 ISPs in India and these ISPs
are connected among themselves in a mesh network. DOT is instructing each of the ISPs
through emails/through its website for blocking of the websites as ordered by the Hon’ble
Courts. Ensuring compliance of the orders by each of the ISPs is a time-consuming and
complex task especially in view of multiplicity of orders of Hon’ble Courts, multiplicity of
websites to be blocked and multiplicity of ISPs.

2. Allocation of Business Rules inter-alia sates thus:-

‘Policy matters relating to information technology; Electronics; and Internet (all
matters other than licensing of Internet Service Provider)'.

3. In view of above and in order to ensure effective removal by content for viewing
by public at large, the plantiff is requested to do a trace route of the web server hosting
the said website. In case the web server happens to be in India, the plantiff may inform
the same to Meity who may direct the owner of such web server to stop transmission of
content as per IT Act and as directed by the Hon'ble Court so that the content would be
blocked from the source itself and the exercise of blocking by 2700 ISPs would not be
required.

4. In case such server is located abroad i.e. outside India then access to such
URL/website can be blocked through the international internet gateways which are much
less in number. This would result in timely and effectively removal of undesirable content
for viewing by public at large as is the requirement as per the orders of Hon'ble Court.
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